University of Suffolk Legal Advice Centre
Privacy Notice

The purpose of this notice is to explain how we collect and use your personal data. The Data
Protection Act 2018 (DPA)






While spent and unspent criminal convictions are not considered Special Category data in
law, when we process this data for the purposes of the LAC, this data is protected by
appropriate safeguards, including encryption.

With your consent, and in order to provide our services, the LAC may collect and process the
following specific special category data from you:

* Gender
* Disability
* Ethnicity

* Physical or mental health details

This information is anonymised and shared with our partner charity LawWorks, whose privacy
statement can be found here: https://www.lawworks.org.uk/privacy-policy. LawWorks collects
information from clinics for four reasons:

to develop resources and support services for clinics
to publicise the work of pro bono clinics and to influence policy and decision-making

to share information with the clinics network in support of their development,
influencing and fundraising

to enable their own fundraising for further support to clinics

We primarily obtain your personal information from you. We may also obtain information from
third parties with your explicit consent (see below under the explanation for ‘Consent’), or
information from publicly available sources such as companies house.

When processing personal data, organisations must have a lawful basis for doing so. The
data you provide to us will be primarily processed on the basis of your consent and our
legitimate interests. However, depending on the purpose for processing, a different lawful
basis may apply. We have set out below the circumstances and lawful basis, under which the
LAC may process your personal data:



Consent: In these circumstances you will have given clear written consent for your
data to processed in this way. Consent can be withdrawn at any time. Consent will
arise in the following scenarios:

The sharing of special category data with our partner charity Lawworks — see above.

Writing to organisations on your behalf. In order to assist you with your matter, we
may require further information about your matter from other organisations. If so, we
will obtain your consent, in writing in order to do so. This will be in the form of a signed
authority form from you.

Legal obligation: the processing is necessary for us to comply with the law (not
including contractual obligations).

Vital interests: the processing is necessary to protect someone’s life.

Legitimate interests: the processing is necessary for pursuing our legitimate interests
or the legitimate interests of a third party unless there is a good reason to protect the
individual's personal data which overrides those legitimate interests. (This cannot
apply if you are a public authority processing data to perform your official tasks.)

We will use your information to help you in connection with the legal problem you have come
to see us about.

Sensitive personal information

Depending on your case we might need to ask you for and to use information about you which
is of a sensitive nature, for example information about your finances. You do not have to
provide us with this information, however if you do not our ability to act on your behalf might
be affected.

Contacting third parties abouty our case

If we need to obtain any information about you from a third party or to convey any information
about you to a third party for the purpose of assisting you we will only do so once you have
provided us with your written consent (separate to this Privacy Notice).

We will only keep your personal information for as long as necessary, which will depend on
the type of information held and the reason for holding it.

How long will we keep your information?

We will keep information about you only for as long:



* as to comply with any legal requirement concerning your information;

* in the event that a complaint is made;

» as to ensure that information about you is accurate and up to date; and,
» for the purposes of research and statistical analysis.

Once we decide that it is no longer necessary to keep your information it will be destroyed in
accordance with our Data Retention Schedule.

We have put in place appropriate security measures to prevent your personal information from being
accidentally lost, used or accessed in an unauthorised way, altered or disclosed.

We have put in place appropriate measures to inform our staff about how we collect, handle and keep
information secure.

Most personal data about you, will be stored on servers within the UK or elsewhere within the
European Economic Area (EEA). On occasion it may be necessary for the University or the LAC to
transfer your personal data outside of the European Economic Area (EEA). This will only take place
with your consent and in circumstances where there are appropriate and adequate safeguards in
place which incorporate appropriate assurances to ensure the security of the information and
compliance with legislative and regulatory requirements.

You have the right to correct inaccurate information that we hold about you, and in certain
cases, to have that personal information deleted by us.

If you wish to have copies of the personal information we hold about you, please provide us
with your request (we can assist you with your request). We are obliged to provide you with
a free copy of the personal information that you request within 1 month. Please submit your
request to dataprotection@uos.ac.uk

Under data protection law, you have rights including:

Your right of access - You have the right to ask us for copies of your personal information.

Your right to rectification - You have the right to ask us to rectify personal information you think is
inaccurate. You also have the right to ask us to complete information you think is incomplete.

Your right to erasure - You have the right to ask us to erase your personal information in certain
circumstances.

Your right to restriction of processing - You have the right to ask us to restrict the processing of
your personal information in certain circumstances.

Your right to object to processing - You have the the right to object to the processing of your
personal information in certain circumstances.



Your right to data portability - You have the right to ask that we transfer the personal information
you gave us to another organisation, or to you, in certain circumstances.

You are not required to pay any charge for exercising your rights. If you make a request, we have one
month to respond to you.

Please contact us at dataprotection@uos.ac.uk if you wish to make a request.

If you have any concerns about our use of your personal information, you can make a complaint to
dataprotection@uos.ac.uk

You can also complain to the Information Commissioner’s Officer (ICO) if you are unhappy with how
we have used your data.

Information Commissioner’s Office
Wycliffe House

Water Lane

Wilmslow

Cheshire
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